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Critical Information Infrastructure Protection

Å Critical systems rely on a level of interconnection in order to operate

Å Internet

Å Private networks

Å Disruptions to the interconnecting networks can severely effect a countryôs ability to 

function

Å DDoS attacks

Å Malware

Å Cyber crime

Å Cyber warfare

Å National critical information infrastructures must be protected from attack

Å External Threats

Å Internal Threats



Computer Security Incident Response Teams (CSIRTs)

Å The first CSIRT structure was created in the US in 1988 in response to the Morris 

Worm.

Å The Primary goals for a CSIRT

Å Monitor for threats

Å Report threats to interested parties (The constituency)

Å Provide support for ñincidentsò

Å The generic structure of a ñtraditionalò CSIRT consists of:

1. Single Coordinating CSIRT

2. Many of Regional CSIRTs

3. Many of Private CSIRTs

Å CSIRTs must at least provide incident response services to its constituency.



Warning, Advice and Reporting Points (WARPs)

Å Smaller and more focused than CSIRTs

Å A single operator

Å 20-50 members

Å Members are related to each other

Å ñSchools in the west of cityò

Å ñPharmacists in the east of the cityò

Å Informal in nature

Å Can deliver highly focused cyber security information to its members

Å WARPs and CSIRTs compliment each other

Å WARPs never act in isolation

Å WARPs are highly cost effective
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Drawbacks of the ñtraditionalò CSIRT structure

Å CSIRTs are very expensive to setup and operate

Å Personnel costs

Å Technology costs

Å CSIRT structures are reactive by nature

Å Smaller constituents (those without resident IT security professionals) may get 

ñbogged-downò with information.

Å Private CSIRTs will generally act in isolation

Å WARPS are too small to act in isolation



Why is a national ñcyber securityò effort is required for developing nations?

Å Broadband penetration in developing nations

Å Structures are not always in place to prevent abuse of the expanding technology

Å Developing nations are seen as a ñsafe havenò for cyber criminals

Å Developing nations may not have the resources to 

Å A coordinated cyber security effort is essential!
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